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IP @ xx.x.x
Host : x.x.x.x

Basic Network Scan
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22/tep 0 0 0 0 10
80/tcp 0 0 0 0 5
500/udp 0 0 0 0 2
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4.2.1 X.X.X.X

No REEE HHKR— b~ LRI
1 I\ OR— henfczFa1 UF 1 /Ny FOiEE (SSH) 22/tcp
2 I\AN—=FFZ MRETO RIIL (HTTP) DiER 80/tcp -
3 HTTPH—/)\—DHA T EN—->3> 80/tcp -
4 FFAIESNBHTTPAVY R (T4 LU KUTE) 80/tcp
5 HR— hENTWVBSSHTO hJL—=5> 22/tcp -
6 SSH/IKZAD— REBFENZIF AN SNE LI 22/tcp
7 SSHDFEWLWMACT )L U X LD B 22/tcp
8 SSHDEEU BRI T7)L T U X LhERD 22/tep -
9 SSH SHA-THMACT?)LT U X BB 22/tcp
10 HR— RSN TVBSSHOTZILTU X LB LUEEE 22/tcp -
11 SSHY— )\~ A F &/N— 3 DIER 22/tcp -
12 HY—EXt&H 80/tcp =
13 H—EXtRH 22/tcp -
14 IPSEC Internet Key Exchange (IKE) /{\—=>3 > 20t&H 500/udp -
15 IPSEC o > & —2w hF—33 (IKE) /=32 1 O 500/udp
16 SYNAFvF— 22/tcp -

17 SYNRFvF— 80/tcp
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22/tcp

TFIUFA /NNy TFH ZON-D32BFESZEZXI(C, UE— b SSHY—/{—(Z/\y IR— hENalggEN'S D &
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ZOTAMIBEREROFZENELTED., BF1UT v DREFRRSINE A,
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Give Scanner credentials to perform local checks.
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COTAMIBERRBDOZTHD. TF1UTABEIRULERA.
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Response Code : HTTP/1.0 403 Forbidden

Protocol version : HTTP/1.0
SSL:no

Keep-Alive : no

Options allowed : HEAD, GET, POST
Headers :

Date: Fri, 4 Feb 2022 07:24:44 GMT
Expires: Fri, 4 Feb 2022 07:24:44 GMT
Server: Router

Allow: HEAD, GET, POST
Content-Type: text/html
X-Frame-Options: SAMEORIGIN

Response Body :

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 <HTML> <HEAD> <TITLE>Error</TITLE> <META HTTP-EQUIV="Pragm
a" CONTENT="no-cache"><META HTTP-EQUIV="Content-Type" CONTENT="text/html;charset=shift_jis"> </HEAD> <BODY
><H1>Error 403</H1>Login failed because you don't have permission to access. Please try again later.</BODY> </HTML>
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80/tcp

CDTZTA2(E YE— MWebT—)DFATEN-3>ZHBILEDELET,

ZHR U

The remote web server type is :

Router
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HFRIESNBHTTPAVY R (o LU KNJUTE)

80/tcp

ZHERU

Based on the response to an OPTIONS request :
- HTTP methods GET POST HEAD are allowed on :

/
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22/tcp

ZOTSTA42(EF YE— RSSHF—EZTHR— &N TVBSSHIO LD/ -3 > ZHBILET .
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The remote SSH daemon supports the following versions of the
SSH protocol :

-1.99
-20
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22/tcp

UE— bDSSHY—/U—H' MD5&FZ(F96Ew MMACTILTUXAZHBI DL D (TR SN TNET, MHEBIHELE
EXBNTVEY,

ER L COTSTA (G SSHI—\—DAT> 3> DH7=HR L. iS5y I DT 70N\ —-23 > SRR LERA.

RO —[CRAVEDEINER RFIAS MESB LT, MDSELUI6E Y SMACTILTU X LBEEDICLTIES0,

The following client-to-server Message Authentication Code (MAC) algorithms
are supported :

hmac-md5
hmac-md5-96
hmac-sha1-96

The following server-to-client Message Authentication Code (MAC) algorithms
are supported :

hmac-md5
hmac-md5-96
hmac-sha1-96

2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/I:N/AN)
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22/tcp

UE— PDSSHY—/{—H BBOERRBRESNTVNBIIIT7IILTUXLEZHT T DR D ICHRENTNETY,

CNUE IETFRS DI RRFIXAI DN TEF21UFT 4 S TIUICE T DHITIAAY Y ROFHB KOHEEREIE (SSH) | draft-
ietf-curdle-ssh-kex-sha2-20([CEDWTWET, U 324TE. BIMETIBENR, BRUU TEHOWFRUERIIR
FILITVZALICEATIHAEI A E—EBERRLUTVET., UTFHEENTLET,

diffie-hellman-group-exchange-shat
diffie-hellman-group1-sha1
gss-gex-shal-*

gss-group1-shal- *
gss-group14-shal- *

rsa1024-sha1l

ER L COTSTA U SSHI—I\—DAT> 3> DH7=HR L. S8RV T MO 70N\ —-23 > SRR LEEA.

NI —([CRVEDEZNEB RFIAS hESBL T, BLTIILTUXLAZEDCLTIIZE,

The following weak key exchange algorithms are enabled :

diffie-hellman-group-exchange-shat
diffie-hellman-group1-sha1

2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/IN/ANN)

3.7 (CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N)
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SSH SHA-THMACTZ)LT U X LAhE%H
22/tcp

UE— hSSHE—/{—(E, SHA-THMACTILOUXLZBICT DL D (CHBHRENTNET,

NIST(@F =4 IILVEZRADSHA-TOFERAZEERICELELTVEIHN, HMACDOTEF 1 UF « (FEECENEE SRD/ WS
BB LRALVESD. SHA-TMERA E U THMACICH UL TEETH D EEZ BN TVET,

FR COTSTAE UE— RSSHY—/\—DAT> 3 >DH=EF TV ILET,

ZHU

The following client-to-server SHA-1 Hash-based Message Authentication Code (HMAC) algorithms are supported :

hmac-sha1
hmac-sha1-96

The following server-to-client SHA-1 Hash-based Message Authentication Code (HMAC) algorithms are supported :

hmac-sha1
hmac-sha1-96
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BR— RSN TWBSSHOTILTU X LB KUVEEE
22/tcp

COROVT N, BEZESETBHDUE— M —EX(CEID>THR—h2NTWBTILTUX LB LUVSE
BEUEY.

ZERU

Scanner negotiated the following encryption algorithm with the server :
The server supports the following options for kex_algorithms :

diffie-hellman-group-exchange-shat
diffie-hellman-group1-sha1
diffie-hellman-group14-sha1

The server supports the following options for server_host_key_algorithms :

ssh-dss
ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server :

aes128-ctr
aes192-ctr
aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client :

aes128-ctr
aes192-ctr
aes256-ctr

The server supports the following options for mac_algorithms_client_to_server :

hmac-md5

hmac-md5-96

hmac-ripemd160
hmac-ripemd160@openssh.com
hmac-sha1

hmac-sha1-96

The server supports the following options for mac_algorithms_server_to_client :

hmac-md5

hmac-md5-96

hmac-ripemd160
hmac-ripemd160@openssh.com
hmac-sha1l

hmac-sha1-96

The server supports the following options for compression_algorithms_client_to_server :

none
zlib

The server supports the following options for compression_algorithms_server_to_client :

none
zlib

.
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ZEORAEREEXIET D EICKD. UE— RSSHE—/(—(CETDIBEREZESIT D ENTEET,

ZHR U

SSH version : SSH-2.0-OpenSSH_4.1
SSH supported authentication : password
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A web server is running on this port.
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22/tcp
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An SSH server is running on this port.
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IPSEC Internet Key Exchange (IKE) /\—=3>20i&H
500/udp
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ZhUE. BEEFVPNY—/)\ZRUET, VPNH—/\(E, UE—MRAMEASU Y —XCIERITDIEHICEREINET.

CDVPNIZ RRA > hOERA. PRB Y MO TFIUTARUS—(CRID TRITENTVB T LZMERL TS
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IPSEC f >~ —3w hF—X (IKE) /\—=3> 1 ORI

500/udp

UE—MRANE A>F—2y hF—33 (KE) N—2321Z2RTTERLICIEO>TVDBLSTY . CHNITEE.
VPNH—/{—ZRULTWET, VPNT—/{—(F UE— MR M2REUY —XCEHR T DIHCERENE Y.

CDVPNIY RARA > hOFERMNBEDOTF I UF A RUS — (> TITONTVBR T EEHER LT IEE0N,

AF2 VT« ZHIRR MOYIKE/IPsect IS T—23 > 2RI TED LD (CUE— MR MBRENTLRNES, K
TFIUFTABHIEIKEY —ERZRETERN S E(STFRLTIIZE0,

Fie. DT STAUEIPV6TEETINRBVWS E(SEFRL TS0,
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22/tcp

COTZTA2(E SN [N\=TA-T> | R—=hRFrF—TT, TJ7AT7IA—)LTRESNZY T MIFLT
B BEQRRSZHE I DRENDDET,

SYNRF (& BRIBLIET —EX(CHIBTCP (TILER) RFv > LDEDULLSBDFERAN. Ry bD—TCEHE
PO TVBIBEIC, T7AT7IA—ILDBREREETSEDEVWSHEEZSISRILED, UE— M -5y b THER
EA-TOOFFELLD I DERENENGDET.

PIAILT—TH—Ty hefRELET.

Port 22/tcp was found to be open
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80/tcp

COTZTA2(E SN [N\=TA-T> | R—=hRFrF—TT, TJ7AT7IA—)LTRESNZY T MIFLT
B BEQRRSZHE I DRENDDET,

SYNRF (& BRIBLIET —EX(CHIBTCP (TILER) RFv > LDEDULLSBDFERAN. Ry bD—TCEHE
PO TVBIBEIC, T7AT7IA—ILDBREREETSEDEVWSHEEZSISRILED, UE— M -5y b THER
EA-TOOFFELLD I DERENENGDET.

PIAILT—TH—Ty hefRELET.

Port 80/tcp was found to be open
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https://www.singleid.jp/wp-content/uploads/2021/09/SinglelD_UserAgreement.pdf
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