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Host : x.x.x.x
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IP @ xx.x.x
Host : x.x.x.x

Basic Network Scan

SN D Y5 ASBWEERT D ENERINZBREDOTMRSEIEN RSN THEDET,

[y =] BRICHRZITDICEZHRELEFTT,

A2 =Ry "B T U XBIRERNBER— b T EDZHER

el 5

443/tcp 1 0 1 0 22
10443/tcp 0 0 0 0 19

80/tcp 0 0 0 0 5
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Fortinet FortiOS SSL VPNODZF - L2 kU RS\ LSS (FG-IR-18-384) (EEF T W)

443/tcp

UE—MRA MY NN—==32568KDAETDFortios 5.6.30 . 6.0.5& DEIDFortios 6.0xEXITLTNEY., LIeh>T.
URLD/ KA RSN XFDHY =51 WA@Y TH B2, SSLVPN Web/R—FILICH DT+ LU KU KS/I—H)L
DIESEHEDFEZZITETS ., RSN TORVWIE—- MOIEENCNEEBAL. FIICHIESNEHTTPUOI I hEN
UT. FEBOFortiOSS AT AT 7 A I ESF DT> O— RIBAEEENHDET,

Fortinet FortiOS%/\—=3>56.8. 6.0.5. 6.2.0. FEFZNURECTYITIL—RUTLREE,

Scanner was able exploit this issue using the following URL :
https://x.x.x.x/remote/fgt_lang?lang=/../../../..//////////dev/cmdb/sslvpn_websession

The string representation of the response from the target host was:
‘var fgt_lang = \n\xA7\x18\x18b\0\0\0\0\x0 1\0\0\0\0\0\0\0\x04\0\0\0\0\0\0\0h\x03\0\0\0\0\0\0\0\0\0\0\x96\x7 F\O\O\x0 1\0
\O\O'

o
©

5.0 (CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N)

9.8 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH)

CVE-2018-13379


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-13379
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VPR

CVSS v2

CVss v3

CVEFHRBIES

h
UL/ \w2a 7TV LZER LU TEL U SSLEERE
443/tcp

UE—-M—EX(E BEMNICEL\v2a17)LTUX LA (MD2, MD4, MD5. SHAT/RE) ZfE> TEZ NI SSLEE
BAEFT—>&FALEY. CNSDOELTILTUI A, BEREZECHB THDTENMMBNTNET. KEEEIN
ZERALUT. BUTSHILBRAORIDIIAZEER L. CNICL> THRESE (L. FEAZIIZIU-—ER(CRDIEIE
NCEET,

DT STA & 2017 1HA1BLDEICHRIIN GRS, SHA-TTERZ U I N TOSSLEEREF T — > ZifEsstEs U
THRELET ., THUE. Googleh'SHA-1BES/\w =1 7)LTU X LZERIEHICEEILEL TOW T EICHSTZEDTT,

CAFT—HNR—2X (known_CAinc) [CEFENTWDFI—HDIEAZE I TICERINTLIZEITFRELTLZS
(AW

SSLEEBAEZBRITI B(C(E B ICHBLEDE S,

The following certificates were part of the certificate chain sent by
the remote host, but contain hashes that are considered to be weak.

Subject : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=FortiGate/CN=FG100D3G12809591/E=support@fortinet.com
Signature Algorithm : SHA-1 With RSA Encryption

Valid From : Sep 25 03:25:16 2012 GMT

Valid To : Jan 19 03:14:07 2038 GMT

Raw PEM certificate :

MIIDRTCCAi2gAwIBAgIDCNssMAOGCSqGSIb3DQEBBQUAMIGgMQswCQYDVQQGEWIVUzETMBEGATUECBMKQ2FsaWZvem
5pYTESMBAGATUEBXxMJU3Vubnl2YWxIMREwDwYDVQQKEwhGb3J0aW5IdDEeMBwWGATUECXMVQ2VydGImaWNhdGUgQXV
0aG9yaXR5MRAwDgYDVQQDEwdzdXBwb3JOMSMwIQYJKoZIhveNAQkBFhRzdXBwb3J0QGZvcnRpbmVOLMNvbTAeFwOxMjA
5MjUwMzITMTZaFw0zODAxMTkwMzEOMDdaMIGdMQswCQYDVQQGEwWJVUzETMBEGATUECBMKQ2FsaWZvem5pYTESMBA
GATUEBXMJU3Vubnl2YWxIMREwDwYDVQQKEwhGb3J0aW5IdDESMBAGATUECXMJRmM9ydGIHYXRIMRkwFwYDVQQDEXBGRz
EwMEQzRzEyODA5NTkxMSMwIQYJKoZIhveNAQkBFhRzdXBwb3J0QGZvcnRpbmVOLMNvbTCBnzANBgkghkiGOWOBAQEFAAO
BjQAwgYkCgYEA1)Bj3n76ScQXiV6jtIn8fY2QbwibjhcXzsgcerlzgbv/XIYDBMwScIm6j0FcSUjMGWo8roYaOF4FBsc5TCEGynQspcD
bM6BKwWxDp3rifgMmVjFgtaWAc1eTEsp5EXLsl+sWAUG6styKar1EFjxMo4vdadvdV2jCVnoXRPO7tZEUCAWEAAaMNMAswCQ
YDVROTBAIWADANBgkahkiGOWOBAQUFAAOCAQEAIqTum04fa5W8Ce +xkTpffWIXwWXfBFTLP3BTJOglI2A0sb0+E9QZuWSXn/4
+az6/VUi2dXrlW/a64/y6zDx505ta0DDIrP2dnGuSd+ulB+7n9gpL1ire TFKYcvhiVGagz2065Zi3Tm7b4lskwhPOyKNX0r50mP45x
Axi3cpnfCZ9ZMDISIQ/ROAGZ 1LXRUeTwX4zwd9IME81TtyutmIM0zx4gOvCGCC3PhbsliKgDqrdLVbeAozojGO8ZQKTfYjeOptmb4
DSwGK7jsBRzoEOAM{30S9ErinsCU852ejMB+aghKOaUAu3ywQaYM+MabPFYVNVLp/ESz/Vss2DB58fO2Rg==

6.1
5.0 (CVSS2#AV:N/AC:L/Au:N/C:N/I:P/A:N)
7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N)

CVE-2004-2761


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-2761

433

fEPREE 5%k

®REEE HR— RSN TVBSSEES T O @ #EIES A1 — b

KRR — b 443/tcp

ErL] ESJ0OwUEH (CBC) E— RTEMEI BSSLIBESDEAN,. UE— MNRAKTHR—bhENET., INSOBESI A —
~NE. BFIO—RIwY (ECB) E— RTEBMDEF1I VT« ZRELUE I, NECERITDE. BRERRIT DA
BEEN DD FET,
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Here is the list of SSL CBC ciphers supported by the remote server :
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

ECDHE-RSA-CAMELLIA-CBC-128 0xCO, 0x76 ECDH RSA Camellia-CBC(128) SHA256
ECDHE-RSA-CAMELLIA-CBC-256 0xCO, 0x77 ECDH RSA Camellia-CBC(256) SHA384
DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
DHE-RSA-CAMELLIA128-SHA 0x00, 0x45 DH RSA Camellia-CBC(128) SHA1
DHE-RSA-CAMELLIA256-SHA 0x00, 0x88 DH RSA Camellia-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, Ox13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, Ox14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, Ox2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHA1

CAMELLIA128-SHA 0x00, 0x41 RSA RSA Camellia-CBC(128) SHA1
CAMELLIA256-SHA 0x00, 0x84 RSA RSA Camellia-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
DHE-RSA-CAMELLIA128-SHA256 0x00, OxBE DH RSA Camellia-CBC(128) SHA256
DHE-RSA-CAMELLIA256-SHA256 0x00, 0xC4 DH RSA Camellia-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO0, 0x28 ECDH RSA AES-CBC(256) SHA384
RSA-AES128-SHA256 0x00, 0x3C RSA RSA AES-CBC(128) SHA256
RSA-AES256-SHA256 0x00, 0x3D RSA RSA AES-CBC(256) SHA256
RSA-CAMELLIA128-SHA256 0x00, 0xBA RSA RSA Camellia-CBC(128) SHA256
RSA-CAMELLIA256-SHA256 0x00, 0xCO RSA RSA Camellia-CBC(256) SHA256

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}

VPR
CVSS v2
CVSS v3

CVEHBIES
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10443 /tcp

ESJ0OwUEHE (CBC) E— RTEMEI BSSLIBESDEAN. UE— MNRAKNTHR— hENET., CNSOBESXA1—
NE BFO—-RIwY (ECB) E— RTEMOTF1 VT ZMELEIN. FMEYNFERT D&, [BikERmEY 30
BEMENBDET,

ZHR U

Here is the list of SSL CBC ciphers supported by the remote server :
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, 0x14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, Ox2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x28 ECDH RSA AES-CBC(256) SHA384
RSA-AES128-SHA256 0x00, 0x3C RSA RSA AES-CBC(128) SHA256
RSA-AES256-SHA256 0x00, 0x3D RSA RSA AES-CBC(256) SHA256

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}
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REIEB SSL Perfect Forward SecrecyB5 X-f — " HR— hENTWET

HHKR— b 443/tcp

Bk JE— MRZ M. Perfect Forward Secrecy (PFS) BES{bEIRM T SSSLIESDERAZHR—MLET, INSDIBESX
A= BMTKD. RS —/)\—DOWERNIRIEC T IR ENEIBEC. EERSNESSLS T+ w oINS NRn &N
REEENFET.

MR ZER L

A

Here is the list of SSL PFS ciphers supported by the remote server :
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES-128-CCM-AEAD 0xCO, 0x9E DH RSA AES-CCM(128) AEAD
DHE-RSA-AES-128-CCM8-AEAD 0xCO, 0xA2 DH RSA AES-CCM8(128) AEAD
DHE-RSA-AES128-SHA256 0x00, 0x9E DH RSA AES-GCM(128) SHA256
DHE-RSA-AES-256-CCM-AEAD 0xCO, 0x9F DH RSA AES-CCM(256) AEAD
DHE-RSA-AES-256-CCM8-AEAD 0xCO, 0xA3 DH RSA AES-CCM8(256) AEAD
DHE-RSA-AES256-SHA384 0x00, 0x9F DH RSA AES-GCM(256) SHA384
DHE-RSA-CHACHA20-POLY 1305 0xCC, 0xAA DH RSA ChaCha20-Poly1305(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, Ox2F ECDH RSA AES-GCM(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO0, 0x30 ECDH RSA AES-GCM(256) SHA384
ECDHE-RSA-CAMELLIA-CBC-128 0xCO, 0x76 ECDH RSA Camellia-CBC(128) SHA256
ECDHE-RSA-CAMELLIA-CBC-256 0xCO, 0x77 ECDH RSA Camellia-CBC(256) SHA384
ECDHE-RSA-CHACHA20-POLY1305 0xCC, 0xA8 ECDH RSA ChaCha20-Poly1305(256) SHA256
DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
DHE-RSA-CAMELLIA128-SHA 0x00, 0x45 DH RSA Camellia-CBC(128) SHA1
DHE-RSA-CAMELLIA256-SHA 0x00, 0x88 DH RSA Camellia-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO0, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, Ox14 ECDH RSA AES-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
DHE-RSA-CAMELLIA128-SHA256 0x00, 0xBE DH RSA Camellia-CBC(128) SHA256
DHE-RSA-CAMELLIA256-SHA256 0x00, 0xC4 DH RSA Camellia-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO0, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x28 ECDH RSA AES-CBC(256) SHA384

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}

VPR
CVSS v2
CVsSs v3

CVEHBIES
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JE— MRZ M. Perfect Forward Secrecy (PFS) BES{bZEIRMH T BSSLIESDERAZHR—MUET, INSDIBSX
A= NCED. RS — /) —DOMERENRIEIC T ICASNITHEC, BESIZSSLENS T« v IRERSUan & n
RIEENFET,

ZHR U

Here is the list of SSL PFS ciphers supported by the remote server :
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES128-SHA256 0x00, 0x9E DH RSA AES-GCM(128) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x2F ECDH RSA AES-GCM(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x30 ECDH RSA AES-GCM(256) SHA384
DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, 0x14 ECDH RSA AES-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x28 ECDH RSA AES-CBC(256) SHA384

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}
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SSL/TLSHESREFS X1 —
443/tcp

UE—MRI BT, IBEEDIES/ (v —2%7 RN A XF D SSL/TLSIR— RN TVET, ROBSIA — hob
R— bDHEBEICT D ENHEEENET

TLSv1.3:

- 0x13,0x01 TLS_AES_128_GCM_SHA256

- 0x13,0x02 TLS_AES_256_GCM_SHA384

- 0x13,0x03 TLS_CHACHA20_POLY1305_SHA256

TLSv1.2:

- 0xC0,0x2B ECDHE-ECDSA-AES128-GCM-SHA256
- 0xCO,0x2F ECDHE-RSA-AES128-GCM-SHA256

- 0xCO,0x2C ECDHE-ECDSA-AES256-GCM-SHA384
- 0xC0,0x30 ECDHE-RSA-AES256-GCM-SHA384

- 0xCC,0xA9 ECDHE-ECDSA-CHACHA20-POLY1305
- 0xCC,0xA8 ECDHE-RSA-CHACHA20-POLY 1305

- 0x00,0x9E DHE-RSA-AES128-GCM-SHA256

- 0x00,0x9F DHE-RSA-AES256-GCM-SHA384

CNEIFBLCRER/Y—EXTHD. BE S FH (FLEFTNUL) CUU-RSNZEEFIRNTDOISA 7 hEEH
HER BB, CNEFH—EXDRSEICHEENDER T,

HRENBES XA — hOYR— bDHZEMCLET.
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VPR

CVSS v2

CVsS v3

CVEHBIES

The remote host has listening SSL/TLS ports which advertise the discouraged cipher suites outlined below:
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES-128-CCM-AEAD 0xCO, 0x9E DH RSA AES-CCM(128) AEAD
DHE-RSA-AES-128-CCM8-AEAD 0xCO, 0xA2 DH RSA AES-CCM8(128) AEAD
DHE-RSA-AES-256-CCM-AEAD 0xCO, 0x9F DH RSA AES-CCM(256) AEAD
DHE-RSA-AES-256-CCM8-AEAD 0xCO, 0xA3 DH RSA AES-CCM8(256) AEAD
DHE-RSA-CHACHA20-POLY 1305 0xCC, 0xAA DH RSA ChaCha20-Poly1305(256) SHA256
ECDHE-RSA-CAMELLIA-CBC-128 0xCO, 0x76 ECDH RSA Camellia-CBC(128) SHA256
ECDHE-RSA-CAMELLIA-CBC-256 0xCO, 0x77 ECDH RSA Camellia-CBC(256) SHA384
RSA-AES-128-CCM-AEAD 0xCO, 0x9C RSA RSA AES-CCM(128) AEAD
RSA-AES-128-CCM8-AEAD 0xCO, 0xAO RSA RSA AES-CCM8(128) AEAD
RSA-AES128-SHA256 0x00, 0xX9C RSA RSA AES-GCM(128) SHA256
RSA-AES-256-CCM-AEAD 0xCO0, 0x9D RSA RSA AES-CCM(256) AEAD
RSA-AES-256-CCM8-AEAD 0xCO, 0xA1 RSA RSA AES-CCM8(256) AEAD
RSA-AES256-SHA384 0x00, 0x9D RSA RSA AES-GCM(256) SHA384
DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHAT
DHE-RSA-CAMELLIA128-SHA 0x00, 0x45 DH RSA Camellia-CBC(128) SHA1
DHE-RSA-CAMELLIA256-SHA 0x00, 0x88 DH RSA Camellia-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, Ox13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO0, 0x14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, Ox2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHA1

CAMELLIA128-SHA 0x00, 0x41 RSA RSA Camellia-CBC(128) SHA1
CAMELLIA256-SHA 0x00, 0x84 RSA RSA Camellia-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
DHE-RSA-CAMELLIA128-SHA256 0x00, OxBE DH RSA Camellia-CBC(128) SHA256
DHE-RSA-CAMELLIA256-SHA256 0x00, 0xC4 DH RSA Camellia-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xC0, 0x28 ECDH RSA AES-CBC(256) SHA384
RSA-AES128-SHA256 0x00, 0x3C RSA RSA AES-CBC(128) SHA256
RSA-AES256-SHA256 0x00, 0x3D RSA RSA AES-CBC(256) SHA256
RSA-CAMELLIA128-SHA256 0x00, 0xBA RSA RSA Camellia-CBC(128) SHA256
RSA-CAMELLIA256-SHA256 0x00, 0xCO RSA RSA Camellia-CBC(256) SHA256

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}
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TLSv1.3:

- 0x13,0x01 TLS_AES_128_GCM_SHA256

- 0x13,0x02 TLS_AES_256_GCM_SHA384

- 0x13,0x03 TLS_CHACHA20_POLY1305_SHA256

TLSv1.2:

- 0xC0,0x2B ECDHE-ECDSA-AES128-GCM-SHA256
- 0xCO,0x2F ECDHE-RSA-AES128-GCM-SHA256

- 0xCO,0x2C ECDHE-ECDSA-AES256-GCM-SHA384
- 0xC0,0x30 ECDHE-RSA-AES256-GCM-SHA384

- 0xCC,0xA9 ECDHE-ECDSA-CHACHA20-POLY1305
- 0xCC,0xA8 ECDHE-RSA-CHACHA20-POLY 1305

- 0x00,0x9E DHE-RSA-AES128-GCM-SHA256

- 0x00,0x9F DHE-RSA-AES256-GCM-SHA384

CNEIFBLCRER/Y—EXTHD. BE S FH (FLEFTNUL) CUU-RSNZEEFIRNTDOISA 7 hEEH
HER BB, CNEFH—EXDRSEICHEENDER T,

HRENBES XA — hOYR— bDHZEMCLET.

The remote host has listening SSL/TLS ports which advertise the discouraged cipher suites outlined below:
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO0, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, 0x14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, 0x2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x28 ECDH RSA AES-CBC(256) SHA384
RSA-AES128-SHA256 0x00, 0x3C RSA RSA AES-CBC(128) SHA256
RSA-AES256-SHA256 0x00, 0x3D RSA RSA AES-CBC(256) SHA256

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}
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TLSv1.2 is enabled and the server supports at least one cipher.
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TLSv1.2 is enabled and the server supports at least one cipher.
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TLSv1.1 is enabled and the server supports at least one cipher.
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TLSv1.1 is enabled and the server supports at least one cipher.



4.3.13

&R

HR— bENTNBSSLIES XA —

443/tcp

COT S04 (F, BEZESHEIBRHICUE- M —EXTHR- heNTLBSSLEESZREUET .

ZHR U




A

VPR

Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES-128-CCM-AEAD 0xCO, 0x9E DH RSA AES-CCM(128) AEAD
DHE-RSA-AES-128-CCM8-AEAD 0xCO, 0xA2 DH RSA AES-CCM8(128) AEAD
DHE-RSA-AES128-SHA256 0x00, 0x9E DH RSA AES-GCM(128) SHA256
DHE-RSA-AES-256-CCM-AEAD 0xCO, 0x9F DH RSA AES-CCM(256) AEAD
DHE-RSA-AES-256-CCM8-AEAD 0xCO, 0xA3 DH RSA AES-CCM8(256) AEAD
DHE-RSA-AES256-SHA384 0x00, 0x9F DH RSA AES-GCM(256) SHA384
DHE-RSA-CHACHA20-POLY 1305 0xCC, OxAA DH RSA ChaCha20-Poly1305(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x2F ECDH RSA AES-GCM(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x30 ECDH RSA AES-GCM(256) SHA384
ECDHE-RSA-CAMELLIA-CBC-128 0xCO, 0x76 ECDH RSA Camellia-CBC(128) SHA256
ECDHE-RSA-CAMELLIA-CBC-256 0xCO, 0x77 ECDH RSA Camellia-CBC(256) SHA384
ECDHE-RSA-CHACHA20-POLY 1305 0xCC, 0xA8 ECDH RSA ChaCha20-Poly1305(256) SHA256
RSA-AES-128-CCM-AEAD 0xCO, 0x9C RSA RSA AES-CCM(128) AEAD
RSA-AES-128-CCM8-AEAD 0xCO, 0XAO RSA RSA AES-CCM8(128) AEAD
RSA-AES128-SHA256 0x00, 0x9C RSA RSA AES-GCM(128) SHA256
RSA-AES-256-CCM-AEAD 0xCO, 0x9D RSA RSA AES-CCM(256) AEAD
RSA-AES-256-CCM8-AEAD 0xCO, OxAT RSA RSA AES-CCM8(256) AEAD
RSA-AES256-SHA384 0x00, 0x9D RSA RSA AES-GCM(256) SHA384
DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
DHE-RSA-CAMELLIA128-SHA 0x00, 0x45 DH RSA Camellia-CBC(128) SHA1
DHE-RSA-CAMELLIA256-SHA 0x00, 0x88 DH RSA Camellia-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO0, 0x14 ECDH RSA AES-CBC(256) SHA1

AES128-SHA 0x00, 0x2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHAT1

CAMELLIA128-SHA 0x00, 0x41 RSA RSA Camellia-CBC(128) SHA1
CAMELLIA256-SHA 0x00, 0x84 RSA RSA Camellia-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
DHE-RSA-CAMELLIA128-SHA256 0x00, 0xBE DH RSA Camellia-CBC(128) SHA256
DHE-RSA-CAMELLIA256-SHA256 0x00, 0xC4 DH RSA Camellia-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x28 ECDH RSA AES-CBC(256) SHA384
RSA-AES128-SHA256 0x00, 0x3C RSA RSA AES-CBC(128) SHA256
RSA-AES256-SHA256 0x00, 0x3D RSA RSA AES-CBC(256) SHA256
RSA-CAMELLIA128-SHA256 0x00, OxBA RSA RSA Camellia-CBC(128) SHA256
RSA-CAMELLIA256-SHA256 0x00, 0xCO RSA RSA Camellia-CBC(256) SHA256

SSL Version : TLSv11
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
DHE-RSA-CAMELLIA128-SHA 0x00, 0x45 DH RSA Camellia-CBC(128) SHA1
DHE-RSA-CAMELLIA256-SHA 0x00, 0x88 DH RSA Camellia-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO0, 0x14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, 0x2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHAT1

CAMELLIA128-SHA 0x00, 0x41 RSA RSA Camellia-CBC(128) SHA1
CAMELLIA256-SHA 0x00, 0x84 RSA RSA Camellia-CBC(256) SHA1

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}
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The host name known by Scanner is :
XXX.X
The Common Name in the certificate is :

f9100d3g12809591
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The host name known by Scanner is :
XXX.X
The Common Name in the certificate is :

f9100d3g12809591
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Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES128-SHA256 0x00, 0x9E DH RSA AES-GCM(128) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x2F ECDH RSA AES-GCM(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x30 ECDH RSA AES-GCM(256) SHA384
DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, 0x14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, 0x2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHA1
DHE-RSA-AES128-SHA256 0x00, 0x67 DH RSA AES-CBC(128) SHA256
DHE-RSA-AES256-SHA256 0x00, 0x6B DH RSA AES-CBC(256) SHA256
ECDHE-RSA-AES128-SHA256 0xCO, 0x27 ECDH RSA AES-CBC(128) SHA256
ECDHE-RSA-AES256-SHA384 0xCO, 0x28 ECDH RSA AES-CBC(256) SHA384
RSA-AES128-SHA256 0x00, 0x3C RSA RSA AES-CBC(128) SHA256
RSA-AES256-SHA256 0x00, 0x3D RSA RSA AES-CBC(256) SHA256

SSL Version : TLSv11
High Strength Ciphers (>= 112-bit key)

Name Code KEX Auth Encryption MAC

DHE-RSA-AES128-SHA 0x00, 0x33 DH RSA AES-CBC(128) SHA1
DHE-RSA-AES256-SHA 0x00, 0x39 DH RSA AES-CBC(256) SHA1
ECDHE-RSA-AES128-SHA 0xCO, 0x13 ECDH RSA AES-CBC(128) SHA1
ECDHE-RSA-AES256-SHA 0xCO, 0x14 ECDH RSA AES-CBC(256) SHA1
AES128-SHA 0x00, 0x2F RSA RSA AES-CBC(128) SHA1

AES256-SHA 0x00, 0x35 RSA RSA AES-CBC(256) SHA1

The fields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}
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The following root Certification Authority certificate was found :

|-Subject : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate Authority/CN=support/E=support@fortinet.com
|-Issuer : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate Authority/CN=support/E=support@fortinet.com
|-Valid From : Jul 16 22:34:39 2015 GMT

|-Valid To : Jan 19 22:34:39 2038 GMT

|-Signature Algorithm : SHA-256 With RSA Encryption
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COY—EXADBEYIRSSIEIAEZBAFZFEMRLET .

The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate Authority/CN=support/E=support@fortinet.com

6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)
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COY—EXADBEYIRSSIEIAEZBAFZFEMRLET .

The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : O=Fortinet Ltd./CN=FG100D3G12809591

6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)
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2FBBIC. RF v I RER TEN TRVIAENIIREF I -2 ([CEFENTLDRCENBDET . Nl FEAZED
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EFY, AEERREECERN O LIBE. TORRAG, FEAEORITEN. Scanner HH7R— b U TOVRNDEREHE LR
ERVIITVILEERALEZECHDFETY,

UE— MR MO RERFOARRR hDFE, SEAEFT—>OHIRCED. 15 —H Web B—/\—DE&EML ID &
REES DDONKDRHCRDET, TNICKD. UE—MRA MU CTHEEREZRTI D ENKDMERICRD T
ERBDERT.

COY—EXHDBEYRSSEIABE ZBAFFERLET.

The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate Authority/CN=support/E=support@fortinet.com
|-Issuer : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate Authority/CN=support/E=support@fortinet.com

6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)

6.5 (CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:L/ILL/ANN)
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The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : O=Fortinet Ltd./CN=FG100D3G12809591
|-Issuer : O=Fortinet Ltd./CN=FG100D3G12809591

6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)

6.5 (CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:L/ILL/ANN)
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The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject : C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=FortiGate/CN=FG100D3G12809591/E=support@fortinet.com
|-RSA Key Length : 1024 bits
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Subject Name:

Country: US

State/Province: California

Locality: Sunnyvale

Organization: Fortinet

Organization Unit: FortiGate
Common Name: FG100D3G12809591
Email Address: support@fortinet.com

Issuer Name:

Country: US

State/Province: California

Locality: Sunnyvale

Organization: Fortinet

Organization Unit: Certificate Authority
Common Name: support

Email Address: support@fortinet.com

Serial Number: 08 DB 2C
Version: 3
Signature Algorithm: SHA-1 With RSA Encryption

Not Valid Before: Sep 25 03:25:16 2012 GMT
Not Valid After: Jan 19 03:14:07 2038 GMT

Public Key Info:

Algorithm: RSA Encryption

Key Length: 1024 bits

Public Key: 00 D6 30 63 DE 7E FA 49 C4 17 89 5E A3 B7 D9 FC 7D 8D 90 6F
08 9B 8E 17 17 CE C8 1C AC BC EA EA FF D7 21 80 C1 33 04 9C

22 6E A3 DO 57 12 52 33 06 5A 8F 2B A1 86 B4 17 81 41 B1 CE

5308 41 B2 9D 0B 29 70 36 CC E8 12 BO 5B 10 E9 DE B2 5F 80

€995 8C 582D 69 60 1C D5 E4 C4 B2 9E 44 5C BB 25 FA C5 80

50 6E AC B7 22 9A AF 51 05 8F 13 28 E2 F7 5A 76 F7 55 DA 30

95 9E 85 D1 3F 4E ED 64 45

Exponent: 01 00 01

Signature Length: 256 bytes / 2048 bits

Signature: 00 22 A4 EE 9B 4E 1F 6B 95 BC 09 EF B1 91 3A 5F 7D 62 57 C1
77 C11532 CFDC 14 C93A 0236 03 4B 1B D3 E1 3D 41 9B 96
49 79 FF E3 E6 B3 EB F5 54 8B 67 57 AE 55 BF 6B AE 3F CB AC
C3 C7 9A 39 B5 AD 03 OE 5A CF D9 D9 C6 B9 27 7E B8 80 7E EE
7F 60 A4 BD 48 AD ED 45 29 87 2F 86 25 46 6A 0C F6 3B AE 59
8B 74 E6 ED BE 08 B2 4C 21 3C EC 8A 357D 2B E4 E9 8F E3 9C
40 C6 2D DC A6 77 C2 67 D6 4C OE 54 88 43 F4 74 00 66 75 2D
7454793C17E33C 1D F4 8304 F3 54 ED CA EB 66 20 CD 33
C7 8834 BC21820B73E16EC2222A00EAAD D2 D5 6D EO
28 CE 88 C6 D3 C6 50 29 37 D8 8D ED 29 B6 66 F8 0D 2C 06 2B
B8 EC 05 1C E8 10 EO OC 7F 7D 12 F4 4A E2 9E CO 94 F3 9D 9E
8C CO 7E 6A 08 4A 39 A5 00 BB 7C BO 41 A6 OC F8 C6 9B 3C 56
153552 E9 FC 44 B3 FD 5B 2C D8 30 79 F1 F3 B6 46

Extension: Basic Constraints (2.5.29.19)
Critical: 0

Fingerprints :

SHA-256 Fingerprint: B6 FC B2 C4 A8 4E E1 ED 65 4D 82 F9 A1 2F F7 CE 4A 1D 22 39
C9 56 1E 15 67 60 4E 23 5D F4 BB 57

SHA-1 Fingerprint: 91 54 44 DO 1E 87 14 B6 B3 4A A8 9D 87 FO 24 09 E4 C2 AA EA
MD5 Fingerprint: A5 7B DD OE B3 66 1C 8F 8A 03 C5 3B 9F 4B FF 4E

PEM certificate :

MIIDRTCCAi2gAwIBAgIDCNssMAOGCSqGSIb3DQEBBQUAMIGgMQswCQYDVQQGEWIJVUzETMBEGATUECBMKQ2FsaWZvem

5pYTESMBAGATUEBXxMJU3Vubnl2YWxIMREwDwYDVQQKEwhGb3J0aW5IdDEeMBwWGATUECXMVQ2VydGlmaWNhdGUgQXV
0aG9yaXR5MRAwDgYDVQQDEwdzdXBwb3JOMSMwIQYJKoZIhveNAQkBFhRzdXBwb3J0QGZvcnRpbmVOLmMNvbTAeFwOxMjA
5MjUwMzlTMTZaFw0zODAxMTkwMzEOMDdaMIGdMQswCQYDVQQGEwJVUzETMBEGATUECBMKQ2FsaWZvcm5pYTESMBA
GATUEBxMJU3Vubnl2YWxIMREwDwYDVQQKEwhGb3J0aW5IdDESMBAGATUECXMJRmMI9ydGIHYXRIMRkwFwYDVQQDEXBGRz
EwMEQzRzEyODAS5NTkxMSMwIQYJKoZIhveNAQkBFhRzdXBwb3JOQGZvcnRpbmVOLMNvbTCBnzANBgkghkiGOWOBAQEFAAO
BjQAwgYkCgYEA1jBj3n76ScQXiV6jtIn8fY2QbwibjhcXzsgcrlzq6v/XIYDBMwSclm6j0FcSUjMGWo8roYaOF4FBsc5TCEGynQspcD
bM6BKwWxDp3rifgMmVjFgtaWAc1eTEsp5EXLsl+sWAUG6styKar1EFjxModvdadvdV2jCVnoXRPO7tZEUCAWEAAaMNMAswCQ
YDVROTBAIWADANBgkghkiGOWOBAQUFAAOCAQEAIqTum04fa5W8Ce +xkTpffWIXwXfBFTLP3BTJOgl2A0sb0+E9QZuWSXn/4

+az6/VUi2dXrlW/a64/y6zDx505ta0DDIrP2dnGuSd+ulB+7n9gpL1ireTFKYcvhiVGagz2065Zi3Tm7b4lskwhPOyKNX0r50mP45x



Axi3cpnfCZ9ZMDISIQ/ROAGZ 1LXRUeTwX4zwd9IME81TtyutmIM0zx4gOvCGCC3PhbsliKgDgrdLVbeAozojGO8ZQKTfYjeOptmb4
DSwGK7jsBRzoEOAMf30S9ErinsCU852ejMB+aghKOaUAu3ywQaYM+MabPFYVNVLp/ESz/Vss2DB58fO2Rg==
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Subject Name:

Organization: Fortinet Ltd.
Common Name: FG100D3G12809591

Issuer Name:

Organization: Fortinet Ltd.
Common Name: FG100D3G 12809591

Serial Number: 2F 7B 9E 21 61 17 3E 76
Version: 3
Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Feb 03 05:13:20 2022 GMT
Not Valid After: Feb 04 05:13:20 2032 GMT

Public Key Info:

Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: 00 EC 49 F4 9D 58 A5 B5 C7 90 70 ED 82 86 E1 14 FO A0 14 8B
0D 49 F7 78 FC FA B1 BD 04 CB A4 47 66 97 EC FC 65 A3 08 E8
20 EB A7 41 21 2E BE AF 28 CC DC C5 FA 58 EA 64 41 47 AO AE
B1 EF 60 0C D4 9E EB 7D 4E 33 DO F9 21 FC 73 AQ F2 07 DC 56
B7 6B 52 97 90 74 B7 4B 04 50 DF 79 99 DA 96 37 55 99 A8 B4
CB 1584 D3 F2 96 4B 27 F6 99 11 9A FO 9C CB 72 B0 4A C3 6A
AB E6 B7 84 C9 E176850506B4 A8B13443019D 58B376
DO F3 BO C3 77 AD AC 93 0C 57 62 A7 63 53 CE 3C 4E 9D 93 D6
A8 F6 AAF1703D D8 194106 F6 7D B3 B1 91 0B DF ED 94 E9
9E OE 57 D3 BD 17 EO FD 66 7C 56 1B 5C DD 45 DF 3A F1 D8 03
7D 05 08 E7 20 E5 58 37 EF 22 DC D9 1B CC EE B1 2E A7 2F 40
9C EE AE 7E 07 5C 52 DF 7E 34 53 D3 D4 CE DA 88 11 D8 A4 AF
50 OE 57 47 B3 F5 EF 84 70 FE 60 00 DC F2 C1 01 8D

Exponent: 01 00 01

Signature Length: 256 bytes / 2048 bits

Signature: 00 92 84 DE 69 82 1C 02 BE 6A C3 C3 73 90 66 81 46 8A E5 2D
45 38 AB 49 7D 9C A3 A6 38 E2 6B E6 B5 99 96 C9 47 7A DC 66
E5 A1 5083 D580 5D 12 FO 72 EA 92 1E AF 04 44 9D AA 97 62
33 FF80 1B 614A AC7F 1D E3 CO B2 12 5A 9E F1 D4 62 CF 63
CA 23 633437 E6 82 90 CE FO D3 41 A5 DB 53 3E 20 84 09 A3
3B CA 3B 2D A8 49 53 9A 57 2F 3A 14 F1 F4 7E 5D CC 4F 54 5C
453C A3 F50B 1184 6C B3 96 EC 3A 93 53 EF 77 DA B9 2D BE
1F B4 12 2F 26 F5 90 2F EA 4E 5F 61 67 58 18 OF FB BC B6 23
32 86 CE 1E DC 05 OA 46 BF 9F E5 77 CC 16 6B 7F 4E AO 1C E9
7F 26 OF D3 88 B6 7B 12 D8 B7 84 FO 07 F8 87 84 B6 05 06 9C
99 7D 7F DD F6 D7 6A 20 54 4A 8D E7 CB 89 16 93 07 C6 73 C7
4F 2D 96 F1 B5 62 74 A9 66 9A FO 9A DC CC 93 5D BD C3 34 02
EC 77 3A1E7B D1 C4 39 OA 1F 5E D7 6D CB 9A 87 66

Extension: Basic Constraints (2.5.29.19)
Critical: 0

Fingerprints :

SHA-256 Fingerprint: 50 18 5E 11 A9 03 30 B3 DA 1A D4 6F 10 52 3B 4C 57 36 22 93
8B FA 8F 23 33 60 66 F9 AD 05 FC 50

SHA-1 Fingerprint: 52 48 49 EO 5B B1 1E 9B F2 42 59 4F F3 A0 70 80 19 F7 19 08
MD?5 Fingerprint: 89 94 8D F3 32 D6 36 B3 2E 49 87 3E 38 7C 3A 18

PEM certificate :

MIICOTCCAd2gAwIBAgIIL3uelWEXPnYwDQYJKoZIhveNAQELBQAWMZEWMBQGATUECgwNRmM9ydGluZXQgTHRKLIEZMBCGA
TUEAWWQRkcxMDBEMOcxMjgwOTU5MTAeFwOyMjAyMDMwNTEzMjBaFw0zMjAyMDQwWNTEzMjBaMDMxFjAUBgNVBAoMD
UZvenRpbmVOIEX0ZC4xGTAXBgNVBAMMEEZHMTAWRDNHMTI4MDk1OTEWggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQE
KAoIBAQDsSfSAWKW1x5Bw7YKG4RTwoBSLDUN3ePz6sbOEy6RHZpfs/GWjCOgg66dBIS6 +ryjM3MX6WOpkQUegrrHvYAzUnu
t9TjPQ+SH8c6DyBIXW2tSI5BOt0SEUNISmdqWNTWZLTLFYTT8pZLJ/aZEZrwnMtysErDaqvmt4T)4XaFBQaOqLEOQWGAWLN
20POww3etrIMMV2KnY1POPE6dk9a09qrxcD3YGUEGIN2zsZEL3 +2U6Z40VIOIF +DIZnxWG1zdRd868dgDfQUISyDIWDfvitz
ZG8zusS6nL0Cc7q5+B1xS3340U9PUztqlEdikr1AOV0ez9e+EcP5gANzywQGNAgMBAAG]DTALMAKGATUdEWQCMAAWDQYJK
0ZIhveNAQELBQADggEBAJKE3mmCHAK+asPDc5BmgUaK5S1FOKtfZyjpjjia+aTmZbJR3rcZuWhUIPVgFOS8HLgkh6vBESdapd
iM/+AG2FKrH8d48CyElqe8dRiz2PKI2MON +aCkM7w00GI21M+11QJozvKOy20SVOaVy86FPHOfI3MT1RcRTyj9QsRhGyzluw6ek 1P
vd9q5Lb4ftBIvIVWQL+pOX2FnWBgP +7y21zKGzh7cBQpGVv5/Id8wWa3900BzpfyYP04i2exLYt4TwB/iHhLYFBpyZfX/d9tdqlFRKje
fLiRaTB8Zzx08tlvG1YnSpZprwmtzMk129wzQC7Hc6HNVRXxDKKH17Xbcuah2Y=
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A TLSv11/TLSv12 server is listening on this port that requests a client certificate.
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Response Code : HTTP/1.1 200 OK

Protocol version : HTTP/1.1

SSL: yes

Keep-Alive : yes

Options allowed : GET, HEAD, OPTIONS
Headers :

Date: Tue, 01 Mar 2022 23:09:14 GMT
Server: XXXXXXXX-XXXXX

Vary: Accept-Encoding
Content-Length: 79

Keep-Alive: timeout=10, max=18
Connection: Keep-Alive

Content-Type: text/html; charset=utf-8
X-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self'
X-XSS-Protection: 1; mode=Dblock
X-UA-Compatible: IE=Edge

Response Body :

<html>
<script language=javascript>

top.location="/login";

</script>
</html>
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I\AN=FFZNRETO )L (HTTP) DIBHR

443/tcp

ZDFTRANIED, UE—BNHTTPZO SILICBT 2 —8bDIER (ERT3/\—3 > HITPF—T 754 THE LU
HTTPI\A T SA > ARDBH THIN . 2E) MREENEY,

COTAMIBERRBDOATHD. TF1UTABEPRULERA.

ZERL

Response Code : HTTP/1.1 200 OK

Protocol version : HTTP/1.1

SSL: yes

Keep-Alive : yes

Options allowed : GET, HEAD, OPTIONS
Headers :

Date: Tue, 01 Mar 2022 23:09:14 GMT

Server: XXXXXXXX-XXXXX

Last-Modified: Thu, 13 Sep 2018 19:25:00 GMT
ETag: "83-5b9ab98c"

Accept-Ranges: bytes

Content-Length: 131

Keep-Alive: timeout=10, max=100
Connection: Keep-Alive

Content-Type: text/html

X-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self'
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000

Response Body :

<html><script type="text/javascript">
if (window!=top) top.location=window.location;top.location="/remote/login";
</script></html>
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ZDFTRANIED, UE—BNHTTPZO SILICBT 2 —8bDIER (ERT3/\—3 > HITPF—T 754 THE LU
HTTPI\A T SA > ARDBH THIN . 2E) MREENEY,

COTAMIBERRBDOATHD. TF1UTABEPRULERA.

ZERL

Response Code : HTTP/1.1 302 Found

Protocol version : HTTP/1.1

SSL:no

Keep-Alive : yes

Options allowed : (Not implemented)
Headers :

Date: Tue, 01 Mar 2022 23:09:14 GMT
Server: XXXXXXXX-XXXXX

Location: https://x.x.x.x:10443/

Keep-Alive: timeout=10, max=17
Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self'
X-XSS-Protection: 1; mode=Dblock
X-UA-Compatible: IE=Edge

Response Body :

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<HTML><HEAD>

<TITLE>302 Found</TITLE>

</HEAD><BODY>

<H1>Found</H1>

The document has moved <A HREF="https://x.x.x.x:10443/">here</A>.<P>
</BODY></HTML>

4 —
w
N
©




4 4 —
w
N
©

f
S

T #—F 1R MtDFortiGate Web B 1>V —)LDi&H

10443 /tcp

TA—F 13w MiDFortiGate 7 7 7 I A =)LV E— MRA N TERITESNTE D, WebA—XDOEBI> Y —)LiR—
~DIEGA TSN TNET,

COYI DI 7ZFERALTWS I EZREECHNSED L. WBEN, EHRNICHELLD, BEEZEELIZD T DD
[CRIBFET. TNICMA T, RBEFUE- b2 —TTARCH LTI IL— b T A — RN =N D E]REEN
DX,

COR—MDBEENS T4V IETAILIIDIUET,

The following instance of FortiOS Web Interface was detected on the remote host :

Version: >= 54
URL : https://x.x.x.x:10443/
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The response from the web server listening on port 80 :

- does not contain a Status-Code of 301.
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443/tcp

1JE— hWebtf—/\—(dStrictTransport Security (STS) ZE&ELTWET,
STSOEW(E, I—H 8> TISOYDEF1UFT 12T ITL—RURBWESICTBTETT,

EEILENTUVRWI R TOHTTPIBFEEHTTPSICUS A LU hENE T, TSOH(E. IR TDCookier [ZE] LT

R\ RETRVETREDS DIRANFEE LIS (CHEREM U3 ENB/ENTOETY,

ZHR U

The STS header line is :

Strict-Transport-Security: max-age=31536000
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JE— MDHTTPSH—/V—HY, HTTP Strict Transport Security (HSTS) %Z38#%I L CTULEE Ao HSTS(E. HTTPSIEEH TDHE
EIBLDICTSTUHITIBRI BIeDICH—/\—LTHERTED. AT I2DIEEANYS —TY, HSTSHRWNT &(CK

D, 99> —RKE, SSL-strippingPEBBEZEENTIEEIC/RD. IVF—D/\A v v I T DIRENTREUE
ER

UE— hWebH—/\—ZHSTSZEA T DL S (CRELE T,

The remote HTTPS server does not send the HTTP
"Strict-Transport-Security" header.
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The remote web server type is :

XXXXXXXX=XXXXX
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The remote web server type is :

XXXXXXXX=XXXXX
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The remote web server type is :

XXXXXXXX=XXXXX
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UE— MWebH—/{—(d. FELRWVWI 7AILABERESNIZEE(C 404 Not Found] TS5 —— REIRESRVKD(CHE
BENTWET, BESL. RODCHA by BRER—, FRERIR—ZERUET,

Scanner(d, CNUCHT BN DO DHREBNCLELRZ, EIEL. ADRIBENBDET., CDR— MNIZEHDTEF
AUFAR—ILBERSNIEIBE. TNSIRTHERTHDEFRDELA.

ZHR U

CGl scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 302
rather than 404. The requested URL was :

http://x.x.x.x/HsoABtmflA_k.html
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Based on the response to an OPTIONS request :
- HTTP methods HEAD OPTIONS GET are allowed on :

/
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ZHERL

Based on the response to an OPTIONS request :
- HTTP methods HEAD OPTIONS GET are allowed on :

/
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COT S04 (F, BEZESETBEHICUE—- M —EXTHR- N TWBSSLBXUTLSD/ N -2 3 > Z&H U
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This port supports TLSv1.1/TLSv1.2.
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COT S04 (F, BEZESETBEHICUE—- M —EXTHR- N TWBSSLBXUTLSD/ N -2 3 > Z&H U
ESEM

This port supports TLSv1.1/TLSv1.2.
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A web server seems to be running on this port.
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A web server is running on this port through TLSv1.2.
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A web server is running on this port.




4.3.44

15R

H—EXRE

443/tcp
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A TLSv1.2 server answered on this port.
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A TLSv1.1 server answered on this port.
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COTZTA2(E SN [N\=TA=T> | R—=hRFrF—TT, TJ7AT7IA-)LTRESNZY T MIFLT
B BERQRSZHE I DRENDDET,

SYNRF+ (3 BRIBLIZT —EX(CHIBTCP (TILER) RFv > LDEDULLSBDFERAN. Ry bD—TCE&HEN
PO TVBIBEIC, T7AT7IA—ILDBREREETFTSEDEVWSEEZSISRCILED, UE— M -5y b THER
EA-TOOFFELLD I DEREENDDET.

PIAILT—TH—Ty hefRELET.

Port 10443/tcp was found to be open
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SYNAFvF—
80/tcp

COTZTA2(E SN [N\=TA=T> | R—=hRFrF—TT, TJ7AT7IA-)LTRESNZY T MIFLT
B BERQRSZHE I DRENDDET,

SYNRF+ (3 BRIBLIZT —EX(CHIBTCP (TILER) RFv > LDEDULLSBDFERAN. Ry bD—TCE&HEN
PO TVBIBEIC, T7AT7IA—ILDBREREETFTSEDEVWSEEZSISRCILED, UE— M -5y b THER
EA-TOOFFELLD I DEREENDDET.

PIAILT—TH—Ty hefRELET.

Port 80/tcp was found to be open
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443/tcp

COTZTA2(E SN [N\=TA=T> | R—=hRFrF—TT, TJ7AT7IA-)LTRESNZY T MIFLT
B BERQRSZHE I DRENDDET,

SYNRF+ (3 BRIBLIZT —EX(CHIBTCP (TILER) RFv > LDEDULLSBDFERAN. Ry bD—TCE&HEN
PO TVBIBEIC, T7AT7IA—ILDBREREETFTSEDEVWSEEZSISRCILED, UE— M -5y b THER
EA-TOOFFELLD I DEREENDDET.

PIAILT—TH—Ty hefRELET.

Port 443/tcp was found to be open
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