CONFIDENCIAL
SinglelD flH

SinglelD Health for CheckPoint
Moo o =

SingleID

20224F2H1H9:15
SinglelD



1.BX

—

1LHEX

2308
2.1 B

3A1E

3.1 IR

32 REHE

3.3 WHRHF
AREHRER

4159 v aR—R

42 ER—E

4.2.1 X.X.X.X

4.3 fEREFH

5.1 IR

5.2 FPiE%E

5.3 REEIE

5.4 BEVLEDLOE




| 2.F08I(C

AIREE (. [2022281H9:07~202282H1H9:15]  (CEHEUIZMESMHERBEDRBRR(IC DOV TIHREITDED T,

| 21 B8

AREDBEN(E. REMRS AT ALK U TYE— M SIRBEDIREEITV. SXTACHEEIDMBUERETDIECHDET, Fo. BEEMNMREENLBE. €
DURDFHE RO, MESEHEANDNRZEIE T BERORHBEITVET.



| 3=

| 3.1 1IREBR

BwEHFIY Basic Network Scan
REID 3
IRENR IP 1 XXXX
Host : x.x.x.x
REREAR 2022423 1H9:07~2022F281H9:15
3.2 ETE

ER YT OSADILEERMEISEEREERL. > -y MEHT, REMSEJE— MEHILELE.

33 WHRE

FREE S, SATLABLUTTVT -2 3> EBE, CF1UTA ARSIV UR N BEA NLVITRO, TS5y hIA—ALFTTOA A2 b DevOpsiBEEE IR &
ULTWET,



| ARERE

| 415w aR—R

IRESHE R
20224F2H1H9:07~20224F281H9:15
REXSR

IP @ xx.x.x
Host : x.x.x.x

Basic Network Scan

fa s B ¥ BEEN(CHREZRT DR MEVEHERIENET I, RSN ER SN TEDFET .

o RERNBZHRD L, WRORANZITOZEEHELFT,

A2 =Ry "B T U XBIRERNBER— b T EDZHER

fElRE

22/tcp 0 0 0 1 6

AR
BRLAV [1>8—Fy MSTITRAMMEER— b AMREENTOZHECH. BBOREEZREL TS,

T, Rw ND—0#88 UL—45. RAYF. WIFiIPITCIRA2R) BRUET7A 7oA —IVRROEERI>Y—)L (WebBIEGUI. SSH. Telnet/d &) ZEiEHETtdDIP
T RLZZFIBRE TS, A>F—RY MIAMIT I EFHEREINEE A,



42 fER—E8

4.2.1 X.X.X.X

No REER HHKR— b~ LAV
1 SSHH —/{\—MDCBCE— REESHER 22/tcp
2 SSH/\R D — REBBENZIFANSNE Lz 22/tcp
3 SSH SHA-THMACT?)LT U X BB 22/tcp
4 HR— hENTNBSSHOTZIILTVU X LB LUEE 22/tcp
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The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported :

aes128-cbc
aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported :

aes128-cbc
aes256-cbc
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The following client-to-server SHA-1 Hash-based Message Authentication Code (HMAC) algorithms are supported :
hmac-sha1
The following server-to-client SHA-1 Hash-based Message Authentication Code (HMAC) algorithms are supported :

hmac-sha1
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Scanner negotiated the following encryption algorithm with the server :
The server supports the following options for kex_algorithms :

curve25519-sha256
curve25519-sha256@libssh.org
diffie-hellman-group14-sha1
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms :

rsa-sha2-256
ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server :

aes128-cbc
aes128-ctr
aes256-cbc
aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client :

aes128-cbc
aes128-ctr
aes256-cbc
aes256-ctr

The server supports the following options for mac_algorithms_client_to_server :

hmac-sha1
hmac-sha2-256
hmac-sha2-512

The server supports the following options for mac_algorithms_server_to_client :

hmac-sha1
hmac-sha2-256
hmac-sha2-512

The server supports the following options for compression_algorithms_client_to_server :
none
The server supports the following options for compression_algorithms_server_to_client :

none
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SSH version : SSH-2.0-dropbear
SSH supported authentication : publickey,password
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An SSH server is running on this port.
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Port 22/tcp was found to be open
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